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10°28.4. Each State Party shall adopt such legislative and other measures as may be
necessary to empower its competent authorities to order any person who has
knowledge about the functioning of the information and communications technology
system in question, the information and telecommunications network, or their
component parts, or measures applied to protect the electronic data therein, to
provide, as is reasonable, the necessary information to enable the undertaking of the
measures referred to in paragraphs 1 to 3 of this article.

! Katitza Rodriguez, “The UN Cybercrime Convention: Analyzing the Risks to
Human Rights and Global Privacy” (August 27, 2024), online: Just Security
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® See: INFORMATION NOTE: Human rights and the draft Cybercrime
Convention, Office of the High Commissioner for Human Rights, available at:
https://www.ohchr.org/en/documents/tools-and-resources/human-rights-and-draft-
cybercrime-convention

" Article 6. Respect for human rights 1. States Parties shall ensure that the
implementation of their obligations under this Convention is consistent with their
obligations under international human rights law. 2. Nothing in this Convention
shall be interpreted as permitting suppression of human rights or fundamental
freedoms, including the rights related to the freedoms of expression, conscience,
opinion, religion or belief, peaceful assembly and association, in accordance and in a
manner consistent with applicable international human rights law.
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% Katitza Rodriguez, “Latest Draft of UN Cybercrime Treaty Is A Big Step

Backward” (December 1, 2023), online: Electronic Frontier Foundation

21 «As negotiations continue, the proposed UN Cybercrime Convention must not

become a tool to undermine press freedom” (February 13, 2024), online: Committee

to Protect Journalists
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